Institutional Information Security Program Document to be approved by President or Designee
Following is a table of contents for the Information Security Program document to be presented to the President for approval.  At a minimum, each of the topics indicated below is be included in the document.  Additional topics can be included at the discretion of the institutional CISO or ISO.  The purpose is to describe the program, including risks and mitigation plans, clearly and concisely so that the President and others will understand which strategies will be pursued and the basis for those strategies.   In addition to establishing program direction, it is important to understand that this document forms the basis for quarterly reporting.   As a general rule, each task performed and reported each quarter will relate to one of the strategies identified in the Action, Training, and Monitoring plans contained in the Information Security Program document approved by the President.  The Program document is what ties an institution’s Risk Assessment findings, prioritized Elements, and Action, Training and Monitoring Plans together into a cohesive whole.
Table of Contents    

1. Cover Page with Approval Signature 

2. Executive Summary:   

3. Mission:  (Include the mission statement of your institution’s Information Security Program or Office.  If a formal mission statement does not exist, then explain the goals of the program.)    

4. Authority:  
· Identify the legal and policy basis on which the program exists.  You may want to include the following:
State Law:  TAC 202.70 requires that each institution of higher education have an information security program:
“(2) All institutions of higher education are required to have an information resources security program consistent with these standards, and the institution of higher education head is responsible for the protection of information resources.”
University Policy:  UTS 165 Bulletin #2 - Baseline Standard for Information Security Programs 

· You may want to reference other laws or regulations that pertain to your institution such as HIPAA or the Texas Identity Theft Enforcement and Protection Act.  (Business and Commerce Code, Chapter 48, Unauthoried Use of Identifying Information) 

5. Program Scope:  (Programs span the entirety of the Institution.  Explain what “information security” encompasses – such as the notion of CIA.   If there are any exceptions such as areas of campus that are not included, identify these clearly.  Explain the basis for the exception so that the President is made fully aware of this during the approval process.)

6. Risk Assessment Status and Summary of Findings: (Identify the themes and/or high risk items that have emerged from the risk assessment process.  These themes and high risk items along with the prioritized Elements are, for the most part, what will drive the content of the Action, Training, and Monitoring plans that follow). 

7. Prioritized Elements: (Each institution should go through a process of considering the relevance and importance of the individual program Elements as each relates to the institution’s current program maturity and risk situation.  Priority should be given to those Elements that hold most immediate promise of materially reducing risk.  In this section list the Elements that the program will focus on during the coming fiscal year and explain their importance.)

8. Action Plan:  (The Action Plan identifies the Strategies that the institution will pursue to address the prioritized program elements and the high risks that were identified during the risk assessment process.  These are the general plans for mitigating risks.   Note: Individual tasks that are performed in pursuit of each strategy are reported during the quarterly reports to UT System.)

Action Plan Sample Layout and Examples

	Action Plan Strategy #
	Strategy
	Addresses this Risk
	Source
	Responsible Party(s)

	A-1
	Encryption: Encrypt all laptop computers issued to Psychology faculty and staff.
	It has been determined that it is highly likely that at any given time laptops issued to psychology department personnel may contain confidential information associated with research subjects. 
	Risk Assessment Finding
	The department chair has assigned this task to the Psychology department ISA.

	A-2
	White Listing: Deploy white listing as a secondary means of preventing execution of malware on employee computers.
	Anti-virus programs are becoming less capable of identifying all types of malware, so this will serve as a second method of prevention.
	Risk Assessment and ISO observations concerning current trends within Information Security.
	CISO

	A-3
	Review Third Party Agreements:  Review the information security language in our 10 largest high-risk outsourcing contracts, to ensure they meet the institution’s basic requirements.
	Business partners are a potential source of leakage of personally identifying data.
	Prioritized Elements: The following was prioritized as high because of the number and size of our outsourcing contracts.  -  1.2 External Party Risks: Third Party Agreements:  Ensure that security needs are addressed in all written agreements with third parties involving accessing, processing, communicating or managing the Entity’s information resources, or adding products or services to existing information resources.
	Compliance


Etc……..

9. 
Training Plan:  (This section identifies the Training Strategies (including topics, audiences, and delivery methods) to be used during the year to mitigate risk.  This is where you state “what we plan to do this coming year.”   Note: As individual courses are delivered and other activities such as awareness campaigns etc. are actually conducted these activities will be reported on the quarterly report to UT System.)

Training  Plan Sample Layout and Examples

	Training Plan Strategy #
	Training or Strategy
	Target Audience
	Source
	Responsible Party(s)

	T-1
	SafeBoot: Teach employees how to use the Safeboot encryption program. 
	Employees who use university issued laptops that have been determined to contain confidential information.  
	Risk Assessment – It was determined that many staff are using laptops that must contain confidential information.  These employees will need training in how to use SafeBoot.
	CISO Office staff working with ISAs

	T-2
	Information Security Compliance – to be delivered in monthly classroom training sessions.
	All faculty and staff.
	TAC 202, UTS 165 – All employees must receive information security compliance training. 
	Compliance Officer 

	T-3
	Web Application Security.  This is the SANS SEC519 Web Applications Security Workshop online course
	All web developers who have not already received such training. 
	Risk Assessments indicate that the institution has hundreds of distributed web applications.  Trends indicate that attacks against web applications are growing in number and sophistication.
	CISO and department heads. 

	T-4
	Phishing Awareness Campaign.  A poster campaign will conducted during the month of February to alert employees and students to the threat of and latest techniques used by phishers. 
	All faculty, staff, and students.
	Identified as a high risk based on a sanctioned phishing exercise that resulted in 7% of sample responding to phishing email.
	CISO Office


Etc…...



Monitoring Plan:   (The Monitoring Plan identifies all the Monitoring Strategies the institution plans to use in the coming year to identify security vulnerabilities or actual security incidents so that corrective actions are possible.   This should be a comprehensive listing of monitoring strategies.  Actual monitoring results will be reported in the quarterly reports to UT System.)
  
Monitoring  Plan Sample Layout and Examples

	Monitoring Plan Strategy #
	Monitoring Strategy
	Addresses this Risk
	Source
	Responsible Party(s)

	M-1
	Review of data center entry logs.  This is monthly review of the employees who entered the data center and the times of entry.
	Ensure that only authorized personnel are entering the data center.
	Risk assessment – The data center contains high value and high risk computing and storage devices.
	Director of Data Center.

	M-2
	UT System IDS Alert Follow-up: Monthly review of the disposition of all alerts generated by the UT System IDS system.
	Ensures that identified incidents are addressed
	Pilot program indicates that attacks and infections are common and that it is important to identify and resolve the source for each incident.
	Institutional CISO

	M-3
	Web Application Code Review:  Perform code scans on all new web applications prior to deployment and annually thereafter.  
	Ensure that web applications are not vulnerable to SQL Injection, X-site scripting and related attack.
	Risk assessment indicates that departments are deploying many web applications.  Threat trends indicate web application attacks are growing in number and sophistication.
	Director of Application Development and departmental ISAs.


Etc….



