Information Security Program Quarterly Report

Institution: ______________________________
Fiscal Year _______     Quarter Ending ________

All information contained in this report constitutes information related to information security and is subject to Section 552.139 of the Texas Government Code; therefore, it is confidential by law and exempt from disclosure under the Texas Public Information Act.  

Section I – Summary of Significant Events
Provide a summary of significant events ( positive or negative) that occurred during the quarter.
	


Section II – Action Plan Activities
List activities or tasks performed during the quarter that relate to Strategies identified in the Entity’s Action Plan.  Associate each activity to the Action Plan Strategy by providing the reference number of the strategy associated with the activity.  (The Action Plan, strategies, and reference numbers are located in the Information Security Program document.)  Add rows as needed.  If clarifying comments are needed for an item, place the comments in the same row immediately following the item.
	Action Plan Activity    
	Relates to

Strategy # 

	
	

	
	

	
	

	
	


Section III – Training Plan Activities

List activities performed this quarter that relate to the Entity’s Training Plan Strategies.  Associate each training activity to the Training Plan Strategy by providing the reference number of the strategy associated with the activity.  (The Training Plan, training strategies, and reference numbers are found in the Information Security  Program document.)   Add rows as needed.   If clarifying comments are needed for an item, place the comments in the same row immediately following the item.
	Training Plan Activity
	Relates to

Strategy #

	
	

	
	

	
	

	
	


Section IV - Monitoring Plan and Assurance Activities
List activities performed this quarter relating to Monitoring Plan Strategies contained in the Entity’s Information Security Program.  Include technical and non-technical monitoring of administrative, physical, and technical controls.  Include monitoring activities performed by other departments.  

Also, include assurance activities such as audits, peer reviews, etc.  Add rows as needed.
	Monitoring / Assurance Activity
	Findings and Comments 
	Relates to

Strategy #

	
	
	

	
	
	

	
	
	

	
	
	


Section V - Metrics
	
	1
Computers Deployed
	2
Configuration
Visibility
	3
Laptop Encryption
Deployment
	4
Anti-Malware

Deployment

	
	Report the number of Entity owned or managed servers, workstations and laptops deployed across the Entity.
	Report the number of computing devices  that the CISO can easily and quickly obtain direct knowledge of the configuration state without going through another party.
	Report the total number of laptops that are encrypted.

	Report the number of servers, workstations and laptops that are running current anti-virus or anti-malware software.


	Servers:
	0
	0
	
	0

	Workstations:
	0
	0
	
	0

	Laptops:
	0
	0
	0
	0

	Total:
	0
	0
	
	0

	
	Below, describe method used to collect this data.  If metrics are not available, describe the plan for addressing this requirement.
	Below, describe method used to collect this data.  If metrics are not available, describe the plan for addressing this requirement.
	Below, please answer:
1) How many laptops hold confidential data?

2) How many of these are encrypted?

3) Describe the method used to collect information about laptop encryption.
	Below, describe method used to collect this data.  If  metrics are  not available, describe the plan for addressing this requirement.  Also explain any circumstances in which a decision has been made not to run anti-malware software on specific devices.

	Comments:


	
	
	
	


5. Outreach Activities 

List any outreach activities that occurred during the quarter. Include the number of sessions and an estimate of the number of attendees.  Add rows as needed.
	Outreach Activity
	Number of Sessions
	Total Number of Attendees
	Purpose and/or

Comments

	Presentations to faculty, staff, students, and other constituents
	
	
	

	Meetings with decision makers and influencers
	
	
	

	Campus awareness activities
	
	
	

	Meetings with ISAs
	
	
	

	New Employee Orientation (Classroom Style)
	
	
	

	New Employee Orientation (Online)
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total
	
	
	


Section VI – Pending UTS 166 Implementation Status (If Applicable) 
Report on all requirements that were not “Fully Implemented” at the time of your last quarterly report.    Add rows as needed.
Use the format shown below for reporting the implementation status.

· Fully Implemented – Use the last column to describe the evidence to validate implementation.  
· Partially Implemented – Use the last column to describe progress to date, future action items, and the anticipated implementation date.

· Not Yet Implemented – Use the last column to describe issues affecting implementation efforts, future action items, and the anticipated implementation date.

· Not Applicable – Use the last column to explain why the required action is not applicable. 
· Supporting Evidence / Action Plan / Implementation Date: Use this column to provide the information noted above for the implantation status.
	Compliance Date
	UTS 166 Section No
	Required Action
	Implementation Status
	Supporting Evidence
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