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Barbara Holthaus and Karen Lundquist

SUBJECT:
Procedures for Responding to Dangerous Student Conduct
We have been asked to summarize the procedures that are in place for personnel at UT System and its institutions to respond to a situation in which a student on campus may present a danger to himself or herself or to others.  We have also been asked to summarize how the laws, rules, and policies apply to information concerning such a student that may be in the possession of an institution’s administration and faculty, mental health professionals, and law enforcement personnel.
  
The University’s Ability to Regulate Student Conduct

The Regents’ Rules and Regulations prohibit the use of property or buildings owned or controlled by UT System or any of its institutions for any purpose other than in the course of regular programs or activities related to their educational role and mission unless authorized by the Regents’ Rules. (Series 80101, Regents’ Rules and Regulations.) Students have the right to be on an institution’s campus property by virtue of their status as a student. 
  However, that right of use is not unlimited. The institutions use a code of student conduct and discipline to notify students of the conduct that is unacceptable and could jeopardize their student status. Through the code of conduct and discipline, an institution maintains the right to remove a student if the student engages in conduct that disrupts or interferes with the ability of the institution’s other students, faculty, and staff to accomplish the mission of the university. It is important to remember that a student may not be summarily dismissed on the basis of a mental disability, including a psychological disorder. (Section 504 of the Rehabilitation Act of 1973, 29 USC §794; 34 CFR Part 104.) However, nothing in Section 504 prevents a university from addressing the dangers posed by the conduct of a student with such a disorder. In other words, a university may address conduct that results from a condition, but disciplinary action may not be a mere pretext or excuse for discrimination against the student for a physical or mental condition.
The disciplinary process, which is addressed in detail below, has been established by UT System as the method for regulating student conduct, where possible, and, if necessary, removing the student from the institution by suspension or expulsion while complying with the institution’s responsibility to provide the student with due process. In a crisis situation, the temporary removal of a student through an arrest or an involuntary commitment may be necessary for the student’s own safety or the safety of the institution and the surrounding community.  However, once the emergency situation has been addressed, the student will be entitled to some level of due process before he or she can be finally dismissed from the institution.  
The Family Educational Rights and Privacy Act (FERPA)
Any response by an institution of higher education to an emergency situation involving a student will of necessity involve the sharing and dissemination of information about that student, some of which may be contained in the student’s education record.  Therefore, it is crucial to understand the restrictions and allowances provided by the Family Educational Rights and Privacy Act (FERPA). 
FERPA is a federal law that protects the privacy of student education records.  (20 U.S.C. §1232g; 34 CFR Part 99.)
 FERPA generally requires a university to have written permission from a student attending the university before the university may release any information from the student’s education record.  An education record is broadly defined as “those records that are directly related to a student and maintained by an education agency or institution or by a party acting for the agency or institution.” (34 CFR §99.2, “Education Record,”(a).) A record may be a formal academic record or something as informal as an e-mail. Even a personal note kept by an individual to jog his or her own memory becomes an education record once it is revealed to any other person. (Id. at (b)(1).)
FERPA is commonly seen as a roadblock to the sharing of information among university administrators, staff, and faculty when necessary to monitor and address potentially harmful student conduct.  However, even though FERPA’s protection is broad, FERPA and the implementing regulations adopted by the Department of Education (34 CFR Part 99) provide specific exceptions that allow the non-consensual disclosure of personally identifiable information from a student’s education record that can facilitate a university’s efforts to address student conduct.  
One of the most useful exceptions allows the disclosure of education records and personally identifiable information obtained from those records to school officials that the institution has designated as having a legitimate educational interest in those records. 34 CFR §99.31(a)(1).   UT System defines this category very broadly as: 
“a person employed by the University in an administrative, supervisory, academic, or support staff position (including law enforcement unit and health staff); a person or company with whom the University has a contract or affiliation (such as an attorney, auditor, collection agent or clinical facility); a member of Board of Trustees; or a person assisting another university official in performing his or her tasks; who needs to review an education record in order to fulfill his or her professional responsibility.”  http://www.utsystem.edu/ogc/CATALOG/ferpa.htm
In addition, all System faculty and staff should understand the distinction between an education record and information that the school official obtained through personal knowledge. It is essential to remember that FERPA applies only to disclosure of information contained in education records. A school official does not violate FERPA by disclosing information that is based on his or her own personal knowledge or observations or from a conversation with the student or another individual who has observed the student.  However, once that information is reported to a university official and becomes a record, the information in the record becomes subject to FERPA. Provided that care is made to distinguish between information obtained from an education record, faculty or staff who observe suspicious behavior on the part of a student are not prohibited by FERPA from notifying other persons within the university community or outside parties. 
Taken together, these two concepts permit students, faculty, dorm monitors, or anyone else who observes information relevant to a student’s conduct to report this information to any System official whose input is needed to determine how to deal with a particular student’s conduct. It also allows System officials (the Dean of Students, the student’s advisor, System attorneys, etc.) to access such information that is contained in the student’s education records about the conduct and make a determination as to the action the System should take in response.   
Another important exception under FERPA allows the disclosure of information in education records in connection with a health or safety emergency under prescribed conditions.  (34 CFR §99.31(a)(10).)  Specifically, the disclosure may be made to appropriate parties in connection with an emergency if knowledge of the information is necessary to protect the health or safety of the student or other individuals.  (34 CFR §99.36(a).)  This exception allows school officials to act quickly in emergencies to contact outside parties such as law enforcement or health authorities for assistance in arresting or detaining a student without regard to the source of the information about the student.

Section 99.36 provides institutions with flexibility in determining when a disclosure is justified in a particular situation under the exception. Guidance issued by the FPCO
 states that:

Under this health or safety emergency provision, an educational agency or institution is responsible for making a determination whether to make a disclosure of personally identifiable information on a case-by-case basis, taking into account the totality of the circumstances pertaining to a threat to the health or safety of the student or others. If the school district or school determines that there is an articulable and significant threat to the health or safety of the student or other individuals and that a party needs personally identifiable information from education records to protect the health or safety of the student or other individuals, it may disclose that information to such appropriate party without consent. 34 CFR § 99.36. This is a flexible standard under which the Department defers to school administrators so that they may bring appropriate resources to bear on the situation, provided that there is a rational basis for the educational agency’s or institution’s decisions about the nature of the emergency and the appropriate parties to whom information should be disclosed. We note also that, within a reasonable period of time after a disclosure is made under this exception, an educational agency or institution must record in the student’s education records the articulable and significant threat that formed the basis for the disclosure and the parties to whom information was disclosed. 34 CFR § 99.32(a)(5).

 The FPCO, in interpreting FERPA, generally considers “appropriate parties” to be those parties whose knowledge of the information is necessary to provide immediate protection of the health and safety of the student or other individuals, which the FPCO advises would typically be law enforcement officials, public health officials, and trained medical personnel.  Neither FERPA nor the regulations define “appropriate parties,” and thus it would be a matter for the university to determine who constitutes an “appropriate party.” If asked to investigate an alleged violation of the health and safety exception, FPCO would defer to the university’s determination, but would likely require the university to come forward with some good faith basis for reaching that determination. 
The Disciplinary Process
The university disciplinary process provides a mechanism for monitoring and controlling student conduct. In general, the process is overseen by student conduct officers housed within the Office of the Dean of Students (or its equivalent) at the institution. Accordingly, to ensure that the institution is able to monitor student conduct, any complaints, information, and inquiries involving student conduct should be communicated to this office.
Many institutions now also utilize multidisciplinary teams, often called “Behavioral Intervention Team” or “Threat Assessment Teams” that advise on or assist in monitoring and evaluating student conduct. These teams are designed to gather information on students who have engage in behavior that indicate they may be struggling and who may otherwise “slip through the cracks” and assist the institution’s conduct officers to develop strategies to enable these students to access resources within the university community designed to address the underlying causes of such behavior; or, in cases where a student’s conduct poses too much of a threat to the campus community, for removing them from the community.

A disciplinary investigation may be commenced as to students who are the subject of communications that indicate that his or her conduct presents a potential danger to  him or herself  or the university community.  

Every UT System institution is required to adopt a code of student conduct and discipline in compliance with the Regents’Rules and Regulations, Series 50101.
  Those rules provide that a student is subject to discipline for engaging in conduct that violates the Regents’ Rules, UT System or institutional rules, specific instructions issued by an administrative official of the institution or UT System, or federal, state, or local laws.  The Regents Rules provide that the student is subject to discipline whether the conduct takes place on or off campus or whether civil or criminal penalties are also imposed for the conduct.  
The Regents’ Rules and the institutions’ codes of student conduct and discipline list various types of conduct that will subject a student to discipline, including scholastic dishonesty and hazing.  The Regents’ Rules also specifically provide that the following conduct will subject a student to discipline if it is engaged in on campus or on property or in a building or facility owned or controlled by UT System or one of its institutions:

· engaging in conduct that endangers the health or safety of any person (Sec. 2.4); 
· obstructing, disrupting, or interfering with any teaching, educational, research, or other authorized activity or public performance (Sec. 2.5);  or

· possessing or using any type of explosive, firearm, imitation firearm, ammunition, hazardous chemical, or weapon (Sec. 2.12).
The Regents’ Rules provide explicit instructions for the disciplinary process. The process starts by a summons by written request of the Dean of Students specifying a time and place for a meeting to discuss the allegations.  (Sec. 4.)  Pending a hearing or other disposition of the allegations, the Dean may take immediate appropriate interim disciplinary action, including a suspension and bar from the campus when it reasonably appears to the Dean from the circumstances that the continuing presence of the student poses a potential danger to persons or property or a potential threat for disrupting an authorized activity.  (Sec. 4.1.)  A student subject to interim disciplinary action is entitled to a hearing within 10 days.  (Sec. 4.2.)  
In any case in which the accused student does not dispute the facts and executes a written waiver of the hearing, the Dean is required to assess the appropriate penalty, which may be appealed to the institution’s President.  (Sec. 4.3.)  If the accused student disputes the facts, the student is entitled to a hearing before a hearing officer selected in accordance with institutional procedures.  (Sec. 5.)  In general, 10 days written notice of the hearing must be given, the institutional representative has the burden of proof by the greater weight of the credible evidence, and each party has minimal rights to present evidence and to be assisted by an advisor (who may be an attorney). The hearing officer then renders a written decision that contains findings of fact and a conclusion of guilt or innocence as well as any penalty assessed.  (The Dean may recommend the penalty.)  Either the Dean or the student may appeal the decision to the President, and the President’s decision is the final appellate review.  

The penalties range from disciplinary probation to suspension or expulsion.  (Sec. 6.) A  student who has been suspended or expelled for disciplinary reasons is prohibited from being on the campus of any institution during the period of such suspension or expulsion without prior written approval of the chief student affairs officer of the institution at which the suspended or expelled student wishes to be present. (Sec. 3.) A student barred from campus under this provision or temporarily barred under Section 4.1 (see above), may be escorted off campus or arrested for trespassing. 
Disciplinary probation can be imposed alone, or as part of the penalty, to determine if the student conduct is subject to modification. The disciplinary action can require that the student successfully complete an anger management program or counseling to address underlying problems or undergo a medical evaluation to determine if there is a physiological component to the conduct.  Although medical counseling records are confidential by law as discussed in the section below on Mental Health Professionals, a condition of probation can require the student to provide to the Office of the Dean of Students a statement from the provider indicating that the student has completed or is attending the required program and is prepared to successfully address his or her conduct issue.  In addition, if the probationary action is unsuccessful, the fact that intervention was unsuccessful can be used to support a decision to finally expel a student.
Each institution is required to maintain a permanent written disciplinary record for every student who is assessed a penalty of suspension, expulsion, denial or revocation of degree, or withdrawal of diploma.  The Regents’ Rules require the disciplinary record to be maintained separately from the student’s academic record, and further provide that it is confidential and may not be accessible to or used by anyone other than the Dean unless the student gives written authorization or the release is in accordance with state or federal laws or court order or subpoena.  (Sec. 8.)
A FERPA exception allows a university to disclose to anyone the final results of a disciplinary proceeding if it determines that the student is an alleged perpetrator of a crime of violence (including assault, destruction of property, and forcible sex offenses) or a non-forcible sex offense (statutory rape or incest) and the student has committed a violation of the institution’s rules or policies.   (34 CFR §§99.31(a)(14), 99.39.)  The disclosure of the final results must include only the name of the student, the violation committed, and any sanction imposed by the institution against the student.  An institution that discloses a student’s disciplinary record in this manner would not be violating the Regent’s Rules on confidentiality referred to above because the disclosure would be in accordance with federal law.  
Even though the disclosure of information about the final results of a disciplinary proceeding is limited under the exception noted above, it is important to remember that other exceptions allow the disclosure of a student’s disciplinary record to any university official who is determined by the university to have a legitimate educational interest (34 CFR §99.31(a)(1)), and also allow the disclosure as necessary in connection with a health or safety emergency (34 CFR §99.31(a)(10)).        

UT System Police
FERPA makes a distinction between campus police and security officers acting in the role of law enforcement units as opposed to acting as internal investigators of non-law enforcement administrative matters. FERPA permits an institution to contact its law enforcement unit to investigate possible violations of and enforce any local, state, or federal law (34 CFR §99.8(c)(1)).  Records gathered through an investigation conducted by campus police in their capacity as a law enforcement unit are not education records and may be shared without regard to FERPA. (34 CFR §99.8(d).) 

A university may also designate a law enforcement unit as a school official with a legitimate educational interest in education records and share information from education records with the law enforcement unit under the “legitimate educational interest” exception.  However, any education records and personally identifiable information taken from the records that are shared with the law enforcement unit remain education records in the hands of the law enforcement unit and are subject to the disclosure limits imposed by FERPA.  (34 CFR §99.8(c)(1).)  

This means that campus police acting as law enforcement units can receive and act upon information obtained from a student education record. Campus police would be able to disclose the results of their investigation even though it is based on an education record they obtained under the “legitimate educational interest” exception. However, they would not be free to redisclose the specific information from the education record unless the redisclosure is permissible under FERPA, such as the FERPA exception allowing disclosure in a health or safety emergency.  Any information that the campus police access independently through their own investigation is not subject to FERPA even if it duplicates information that they also accessed from an education record. 

UT System police departments are considered to be law enforcement units.  They can be contacted by administrative staff about student conduct and may conduct separate, tandem investigations on any reported conduct that constitutes a possible violation of applicable law while the school officials conduct their own investigations under their disciplinary process.
 They can share information gained from their own law enforcement investigation with the school officials conducting a student discipline investigation and with outside law enforcement agencies.  They can communicate directly with mental health professionals who are otherwise precluded from sharing information about threats of violence that the mental health professional received from a student through a confidential therapist-patient relationship.  They can diffuse a crisis situation by arresting and detaining a student who has exhibited potentially dangerous conduct regardless of the source through which they received the information.

The conduct of UT System police in conducting such investigations would be subject to the acceptable standards for peace officers.  Unauthorized surveillance and other actions taken in violation of a student’s constitutional rights, applicable state and federal law, and UT System policies would expose the institution to civil litigation and would expose the police officers involved to disciplinary action.  

UT System police also have duties under federal law to monitor and report criminal activity on and around the campus. (The Student Right to Know and Campus Security Act of 1990, 20 USC §1001 et seq.; 34 CFR §668-48, and Higher Education Amendments of 1992, 20 USC §§1092(a), (e), and (f).) These laws require all postsecondary institutions participating in Federal Student Aid Programs to disclose campus security policies and statistics for specific crimes occurring in and around the campus. This would include the results of disciplinary actions involving these crimes.
Mental Health Professionals & Records

Records made or maintained by a UT System student health facility in the course of providing a student with medical or psychological care are not “education records” by definition. (34 CFR §99.3, “Education Records,”(b)(4).)  Such records would not be subject to FERPA, and thus the health and safety exceptions under FERPA would not apply.
  Nor would these records be subject to the HIPAA Privacy Rules
 because the Privacy Rules specifically exclude protected health information in student medical records from coverage under HIPAA, and also exclude student education records subject to FERPA. (45 CFR §160.103.)
Instead, university mental health care providers are required to comply with the limitations imposed by Chapter 611 of the Texas Health and Safety Code on the disclosure of mental health records. The statute applies to any professional who diagnoses, evaluates, or treats any mental or emotional condition or disorder, including alcoholism or drug addiction. Communications between such professionals and their clients, and records of the identity, diagnosis, evaluation, or treatment of a client, are confidential. (Section 611.002.)  The professional is prohibited from disclosing even the identity of a client to third parties unless an exception contained in Chapter 611 applies. Chapter 611 permits a patient to seek injunctive action against the release of confidential information and to bring a civil cause of action for damages. Licensed health professionals are also subject to disciplinary action by their state licensing board for violations of state confidentiality laws. A violation of the law would also constitute unethical behavior under the licensee’s professional ethics code.
All information about the patient obtained through the therapeutic relationship, including information gleaned through the therapist’s conversations with and observations of the patient within the therapeutic relationship, as well as the records, are confidential.

Section 611.004(2) permits a disclosure “to medical or law enforcement personnel if the professional determines that there is a probability of imminent physical injury by the patient to the patient or others or there is a probability of immediate mental or emotional injury to the patient.”  There is no exception that would permit disclosure, even to prevent imminent harm, to others without the student’s consent. In fact, the Texas Supreme Court held in Thapar v Zezulka, 994 S.W.2d 635 (Tex. 1999) that nothing in Chapter 611 would permit a professional to notify the intended victim.  

In an emergency situation, the mental health professional treating a potentially dangerous student would be able to share information about the student freely with campus police and/or off-campus law enforcement and other campus and non-campus medical and mental health professionals to take steps to assess whether to detain or arrest the student, to help police to locate a student, and to make arrangements for a mental inquest warrant. Again, since these records are not education records, the FERPA health and safety exception is not available.

Campus mental health professionals can and should monitor patients for potential danger signals and can encourage the student to allow the professional to contact family members, friends, teachers, or advisors to help avert a crisis situation. A mental health professional could serve as a member of a Behavioral Intervention or Threat Assessment Team to provide general insight into various mental health issues that may be affecting a student’s behavior.

However, the professional and his or her staff would be unable, under their own ethics and disciplinary codes, to share student-specific information with university officials as part of a disciplinary investigation or as part of a university’s planning process for dealing with an emergency situation precipitated by a student’s actions or for placing a student under surveillance or on a “watch list.” There are no circumstances that a mental health profession sitting a member of a Behavioral Intervention or Threat Assessment Team could divulge that a particular student is receiving services from the professional or share anything the professional has learned in connection with treating the student with the team.

Records of Involuntary Commitment and Other Related Civil Court Proceedings

On a related note, the ability of the institution to access the results of a civil court proceeding regarding a student’s mental health, such as an involuntary commitment, depends on the circumstances.  If the police, in their law enforcement capacity, or campus administrative staff are involved in the commitment proceedings, they are likely to have formal or informal access to information about the proceedings.  However, if only the campus counseling or other health facility is involved in the commitment process, this information could not be shared with administrative officials if is known to the facility exclusively through the doctor/patient or therapeutic relationship between the counselor or care provider and the student.  
Public information available about mental health legal proceedings is very limited. Judicial records are not subject to the Texas Public Information Act. Texas Health & Safety Code §571.015(a) provides that “each paper in a docket for mental health proceedings . . . is a public paper of a private nature that may be used, inspected or copied only upon written order issued by the county judge.”  A review of county clerk office websites indicates that most clerks deem all records from the docket to be confidential.     However, Texas Attorney General Opinion No. JM-260 (1985) indicates that a clerk should be required to release information from the mental inquest docket that does not disclose intimate details of the personal and private life of the accused respondent. The opinion states that the clerk should request an Attorney General opinion if unsure about what information can be released.   
Role of the Parent

Regardless of the age of the student, the parents of a student who enrolls in an institution of higher education do not have automatic access to the student’s education record. There is a provision that permits parents to access a student’s education record if the student is the parent’s tax dependent for federal income tax purposes. (34 CFR §99.31(8).)  However, the student is entitled to rebut dependency status by establishing that the student has claimed himself or herself for tax purposes, and thus this may not be a simple exception to establish. There is also an exception that permits the institution to disclose to the parent of a student under the age of 21 that the student has violated an applicable law or institutional policy governing alcohol or controlled substances. (34 CFR §99.31(15).)  
In addition, the health and safety emergency exception (34 CFR §99.36) has been amended to clarify that parents are considered to be appropriate parties for notification in an emergency.  In the absence of a health or safety where school officials believe that parental involvement is advisable, it may be helpful to recall the distinction between an education record and information that the school official obtained through personal knowledge. It would not be a FERPA violation for a school official to contact a parent about information gained about the student from personal observation, or from a conversation with the student or another individual who has observed the student.  Provided that care is made to distinguish this type of information from information obtained from an education record, it would be possible for a parent to be contacted if the school official believes that parental involvement would be helpful in a given situation involving student conduct. 

Parents have no right of access to medical records, including mental health records, of students 18 years of age and older. Chapter 611 of the Texas Health and Safety Code provides no exception that would allow a mental health professional to divulge information to a patient’s parent. 

Conclusion

 In conclusion, UT Systems institutions may take action and share information when confronted by the possibility of dangerous student conduct. Specific FERPA exceptions permit UT System institutions to disclose student information in response to incidents involving dangerous student conduct. In general, information about a student can be shared to allow System and campus personnel to respond to a situation in which a student on campus may present a danger to himself or herself or to others. Information obtained solely from a student’s education records can be shared for the purpose of attempting to control the student’s conduct provided that a situation-specific analysis of the harm presented by the student’s conduct is first performed. Information gleaned from observation of conduct is not part of the student’s education record and may be shared. In compliance with applicable law, information from student mental health records can be shared with proper authorities. 

However, the effectiveness of strategy for handling incidents involving a problem student depends, in large part, on developing open communication at all levels of the institutions. Every member of the campus community-students, faculty and office staff- needs to know when and how to report potentially dangerous conduct. Offices that provide services to students should develop multiple points of contact within each office for reporting and responding to information about potential crises and have strategies in place for collaborating with other offices as needed.  Effective communication needs to become a habit for everyone before a crisis starts. 

� This version has been revised and updated  for current use by Barbara Holthaus. The original version of this memo,  Procedures for Responding to Dangerous Student Conduct,  co-authored by Karen Lundquist, Deputy Ethics Officer and Senior Attorney, was issued in May  2007 June 13, 2007.  


� The processes described in this memorandum are limited to the ability of the university to address a student’s conduct.  Not addressed are the underlying issues of the root causes of violence and the ability of the community as a whole to deal with dangerous individuals.  Furthermore, UT System institutions may have individual processes in place to encourage students to seek counseling or other mental health services when needed; this memorandum does not address those processes.   





� This memorandum focuses on the conduct of students.  If a person other than a student, faculty member, or staff member comes on campus and presents a dangerous situation, the person is treated as a trespasser and the police may be called to remove the person without regard to the privacy or due process concerns that may apply if the person were a student.





� The Family Policy Compliance Office of the Department of Education reviews and investigates complaints of violations of FERPA. Penalties for a violation can include the withdrawal of Department of Education funds to the institution. 





� � HYPERLINK "http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-disaster-guidance.pdf" �http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpa-disaster-guidance.pdf�





� All subsequent references to the Regents’ Rules and Regulations on the disciplinary process are to Series 50101.


� Records gathered by campus police and security officers in a purely administrative capacity, such as the investigation of a student disciplinary matter, would be education records and may not be shared unless one of the FERPA exceptions applies. (34 CFR §99.8(b)(2).) 





� In addition to the potential FERPA issues, UT System police generally do not take part in purely administrative internal investigations, including student disciplinary investigations, to avoid any risk that the disciplinary process would be characterized as a criminal proceeding. 





� Under FERPA, if the student’s medical records become available for a non-treatment purpose (for example, upon released to the school’s ADA coordinator at the student’s request to support a request for an accommodation), the records would become education records subject to FERPA.





� HIPAA is the Health Insurance Portability and Accountability Act of 1974. Most medical records in the United States are subject to Title II of HIPAA and the Privacy Rules implemented there under (45 CFR Parts 160 and 164). 
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