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Insider Trading
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Time Permitting — Open Q&A
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Basics
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Potential/Expected Impact on the UC Research Community:
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Resources
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Industry Relationships

“A productive collaboration between medicine and commercial interests
can expand knowledge, drive innovation, and improve quality of care.
However, the relationship also contains a potential divergence of interests.”

— Lew Morris



Basics (PHS Grants/Coop Agreements)

» Regulatory Basis: 42 C.FR. part 50, subpart F

» NIH Implementation:
Purpose: avoid bias in NIH-funded studies
Scope:

Institutions applying for NIH grants or cooperative agreements (but not Phase | SBIR/STTR program applications or awards); extends
to subrecipients (primary awardees must take “reasonable steps” to ensure subrecipient compliance)

Pl and anyone else responsible for the design, conduct, or reporting of research funded by NIH, including subgrantees, contractors,
and collaborators (includes spouse and dependent children)

Threshold: $10,000 or 5% (investigator, spouse, dependent children)

Salary/payments for services (e.g., consulting fees/honoraria) over next 12 months, equity interests (e.g., stocks, options, other
ownership), IP rights (patents, copyrights, royalties)

Excludes salary, royalties, and other remuneration from the institution; ownership interests in the institution, if the institution is
an SBIR/STTR applicant; income from seminars, lectures, teaching engagements, advisory committees, review panels for public/non-
profit entities

Record retention: at least 3 years post close-out
» Institutional focus:

Development, implementation, training on, and enforcement of policies

Investigators’ prompt and full disclosure of financial interests that could be implicated in NIH-supported
research

Sound institutional management of conflicting interests

Mandatory reporting to NIH
» Non-compliance exposure includes: program fraud civil remedies: 45 CFR part 79
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Basics (cont’d)

» California Political Reform Act

Requires specified individuals — including principal investigators — to report on certain
financial interests and to be recused from decisionmaking in some instances

» Human Research Protection Programs (OHRP, FDA, AAHRPP)

IRB must assure that no members participate in review of projects in which they have
conflicting interests, except to provide information requested by the IRB

DHHS agency-wide guidance identifies “points to consider” in determining whether
specified conflicts may affect the rights and welfare of human subjects participating in
research, referencing specific regulations implicated when conflicts arise

AAHRPP has published an updated “Tip Sheet”
» NIH-OBA Guidelines

Biosafety committee members generally may not participate in review of projects in which
they are engaged

Investigators must address clinical/research conflicts in their research proposals; OBA
provides guidance on language for ICFs regarding financial interests

» And...
Professional societies
Biomedical journals
Funding source policies
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Recent Developments/On the Horizon

» PHS Notice of Proposed Rulemaking

Pl responsibilities
Reporting threshold decreases from $10,000 to $5,000
SFl is defined to include any equity interest in non-public companies

Exceptions previously applicable to public/non-profits will apply only to
government agencies and higher ed

SBIR/STTR Phase | exception eliminated

All SFls related to investigator’s institutional responsibilities must be disclosed to
institution (not just those relevant to the project)

Institutional responsibilities
Determine which SFls are relevant
Develop management plans

Report on SFls to NIH (more detail than previously) and post publicly prior to
expenditures; annual updates

Biannual training of all investigators
Mitigation (corrective action) plans when disclosure failures are identified

HHS authority to inquire “clarified”
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Recent Developments (cont’d)

» OIG Report on Institutional Conflicts

Common Definitions
Institutional officials’ individual financial interests
Equity held by institution in publicly held entities

Equity held by institution in non-publicly held
entities

Major Conclusion

Grantee institutions with institutional conflicts
policies are more likely than peers to identify
institutional conflicts

OIG Recommendations

NIH should mandate “consistent and uniform”
identification, reporting, and management of
institutional conflicts

Premise: it “is important that NIH know of the
existence of such conflicts so it can ensure that
the related research is free from any intended or
unintended bias”
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Recent Developments (cont’d)

» External identification of undisclosed or unmanaged conflicts

Many sources
Malpractice litigation => FPPC complaint
Peer reviewers (study sections, RAC, journals)
NIH program officers
Advocacy groups

Creates reputational and financial risk to researchers and the
institution

» Executive Order (1/18/11) and Op-Ed on regulatory reform

Calls for improved balance between sometimes competing objectives
of protecting "public health, welfare, safety, and our environment ...
while promoting economic growth, innovation, competitiveness, and
job creation."
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Challenges and Opportunities
» Challenges

Money increasingly is equated with waste and even corruption,
particularly among government agencies and advocacy groups

Amended regulations (likely) will substantially increase administrative
burden with no associated increase in administrative support

Expectations re: institutional management/oversight of do not
necessarily match reality

» Opportunities

Relationships with industry, handled appropriately, can facilitate and
support research and education in an age of diminishing government
investment, speed patient access to new/emerging technologies

Advocacy groups have begun to collect publicly available information
in a single resource that can be used by auditors and compliance staff
to identify inadvertent errors and omissions when there is still time
to correct without significant consequence; PPACA will (may?) help
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UC Resources

»

»

People

Your Conflict of Interest Coordinators:
UC Office of the General Counsel:
RPAC:

ECAS:

Policies:

APM 020 - Special Services to Individuals and Organizations
APM 025 - Faculty COI

APM 670 - Health Sciences Compensation Plan

COl Policy Compendium:

Conflict of Interest Code — 201 |:

ECAS Compliance Briefing for Researchers:

Guidelines on University-Industry Relations:
Healthcare Vendor Relations Policy:

Industry-University Partnership Resources:
RAO Operating Guidance 00-08:
RPAC Links on Integrity and Conflicts of Interest:

UNIVERSITY of CALIFORNIA
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External Resources

» NIH Kiosk:

» DHHS OIG:
DRAFT Grantee Institution Guidance (2005-withdrawn):

Pharmaceutical Industry Guidance (2003):

Reports:
» Professional Societies/Trade Associations

AAHRPP (201 1):
AAMC/AAU (2008):

AdvaMed Code (2009):
ICMJE Guidelines (2009):
PhRMA Code (2008):

» Advocacy Websites
POGO:
ProPublica:
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Basics EDA

» FDA regulates drugs (including biologics) and devices under the Food, Drug
& Cosmetic Act

» Drugs and devices may be marketed or otherwise commercialized subject
to FDA approval and labeling requirements

» New drugs and devices; and approved/cleared products used off-label may
be adulterated, misbranded, or both

Research exception permits use of “investigational” products in clinical
investigations

FDA does not regulate medical practice and so does not prohibit physicians from
prescribing off-label if appropriate in their clinical judgment

» Clinical investigations are subject to detailed requirements for performance
and documentation (referred to collectively as “current good clinical
practice” or “cGCP”)

Sponsors and investigators each have special roles to play
Where UC is sponsor, UC assumes sponsor’s obligations
Where Pl is sponsor, Pl assumes sponsor’s obligations

» FDA has both civil and criminal enforcement authority

UNIVERSITY of CALIFORNIA Office of the General Counsel



Common Citations (Investigators)

» Failure to secure IRB approval, appropriate investigational
permits (IND, IDE) PP PRIOP :

» Consent deficiencies (after screening, wrong version,

inconsistent with protocol, opt-in missing for test
performed, LEP)

» Protocol deviations; AE/UP reporting
» Missing fCOlI disclosure statements; CVs

» Improper delegation, inadequate supervision, inadequate
monitoring

» Drug/device accountability

» Documentation deficiencies (inconsistencies between
medical and research records; failure to maintain
appropriate research records)

» Failure to report (to IRB, sponsor, FDA)
» Fabrication, falsification

UNIVERSITY of CALIFORNIA Office of the General Counsel



1. Failure to ensure that the information given to subjects as part of the informed consent is in accordance with 21 CFR 50.25. [21 CFR
56.109(b)].

iven to subjects as part of informed consent is in accordance with 21 CFR
failed to ensure that the informed consent contained a
* A description of the procedures to be followed and identification of any procedures which are experimental (21 CFR 50.25(a)(1));

* A description of any reasonably foreseeable risks or discomforts to the patient (21 CFR 50.25(a)(2)); and
+ A disclosure of appropriate alternative procedures or courses of treatment, if any, that might he advantageous to the subject (21 CFR 50.25(a)

(4)).
Examples of this failure include, but are not limited to, the following:

a. At the time of the inspection, (b)(6) was conducting five clinical trials that involved (b)(4) also referred to as (b)(4) with over 240 enrolled

subjects with (b)(4) The informed consent forms for these five studies did not contain all the required basic elements. Specifically:
1. The description of the procedures did not always include (b)(4) or (b)(4)
2. A statement that explained that this procedure was experimental. The procedures section of most of the studies' informed consent forms
erronegusly notes the (b)(4) has been used for decades.
3. All reasonably foreseeable risks of (b)(4) are not described; rather the only risk of (b)(4) listed in the consent is (b)(4) can also cause (b)
(4) which may lead to (b)(4) and death. In addition, (b)(4) can also result in (b)(4) and (b)(4) as other possible risks.
4, There iis no disclosure statement of appropriate altermative (b)(4) or (b)(4).

During the course of the FDA inspection of the IRB faCIlltIES the IRB suspended Dr. Tuller's studies and, according to your response letter, after further
|nvestlgatlon these studies were th dequate. In addition, you stated ln your response that you are plannin
on providing : i

aining and a list of attendees or a projected timeline of planned training.

2. Failure to have written procedures governing the functions and operations of the IRB [21 CFR 56.108].

conducting continuing review o more often than annually and which project needs VEI’]fICE!tIOn
from sources other than the investigator that no materlal changes have occurred since previous IRB review; ensuring that changes to approved
research, during the period for which IRB approval has already been given, may not be initiated without IRB review and approval, except where
necessary to eliminate apparent immediate hazards to human subjects; ensuring prompt reporting to the IRB, appropriate institution officials, and the

UNIVERSITY of CALIFORNIA Office of the General Counsel



Common Citations (IRBs)

» Deficient SOPs or failure to follow SOPs

» Inadequate review of records (e.g., approval of
problematic consent documents)

» Failure to achieve or maintain quorum for votes

» Documentation deficiencies (adequacy of minutes;
retention)

» Inadequate oversight
Continuation review
Response to red flags

UNIVERSITY of CALIFORNIA Office of the General Counsel



ailure to conduct an investigation according to the signed agreement, the investigational plan, and applicable FDA regulations [21
C.F.R. 812.100 and 812.110(b)]; failure to obtain approval prior to implementing a change to the investigational plan [21 C.F.R.
12.35].

AN INVeStigator is reSponSibIe TOT E T T e bt ittt e Gnens eI E | v estigational plan and applicabl
FDA regulations. 21 C.F.R. 812.100, and 812.110(b).

« You failed to conduct the investigation in accordance with the investigational plan in that you enrolled subjects who did not meet the eligibility
criteria set forth in the investigational plan. Examples of your failure include, but are not limited to the following: The inclusion criteria in the
protocol specified that (b)(4) were eligible for study enrollment. However, you enrolled (b)(6) who were between (b)(4) and (b)(4) years old
and treated them with the investigational device.

Because you are both a clinical investigator as well as the sponsor for this study, you are required to fulfill the responsibilities of each. As a sponsor,
you are required to obtain FDA approval and IRB approval when appropriate, and prior to implementing a change to the investigational plan. 21 C.F.R,
812.35.

» You failed to obtain FDA approval for changes to the indusion criteria.

In your response, you indicate that the age range in the protocol and the IDE was an error, as the intent of the study was to use a minimally invasive
method of closure in the pediatric population that had failed to (b)(4) in the usual allotted time of (b)(4) and would need open (b)(4). You indicatec

that in any future studies, the age discrepancy will be corrected. Your response is inadequate in that you did not obtain FDA approval for the change
in the inclusion criteria, nor did you submit any documentation reflecting the corrective or preventive actions you have implemented to ensure that thi

deviation does not recur Please develop procedures that will prevent the above deviation from recurring in future studies. Submit a copy of these
procedures, alon

Failure to maintain accurate, complete, and current records related to your participation in the investigation. [21 C.F.R. 812.140(a)]

A clinical investigator shall maintain the ToT oI T T T e T T T T U0 T vestigator's participation in an investigatior

records of receipt, use or disposition of a device that relate to the type and quantity of the device, the dates of its receipt, and the batch number or
code mark. 21 C.F.R. 812.140(a)(2)(i).

« You failed to adhere to the above stated regulation. Examples of this failure include, but are not limited to the following: Your device receipt and
disposition records were inadequately maintained. You reported that you received enough from not have any documentation of the exact quantity
received. You provided a spreadsheet pertaining to device accountability at the close of the inspection; however, it did not state the quantity of
device received nor did it provide the date of its receipt.

Your response states that the nurse in the designated (b)(4) kept a separate log relating to the quantity, date, and lot number of the device. This log
was kept in the cabinet with the devices; however the log and the nurse were not available at the time of the FDA inspection. You stated that you
subsequently provided the patient names, lot numbers, and amount given. Your response is inadequate. The spreadsheet you provided did not include
the quantity of device received or the date on which they were received. Moreover, your response does not provide substantive corrective actions or
any preventive actions to ensure appropriate device accountability and to avoid recurrence of these violations. Please provide us with documentation c
a corrective action plan, such as written standard operating procedures (SOPs) and written verification of training received by you and your study stafi
on study procedures to ensure proper record keeping.

The violations described above are not intended to be an all inclusive list of problems that may exist with your clinical study. It is your responsibility a:
the study sponsor and clinical investigator to ensure compliance with the Act and applicable regulations.

No CAPA
documentation

Within fifteen (15) working days of receiving this letter, please provide written documentation of the actions you have taken or will take to correct
these violations and prevent the recurrence of similar violations in current or future studies for which you are the sponsor and clinical investigator.
Failure to respond to this letter and take appropriate corrective action could result in the FDA taking regulatory action without further notice to you.

You will find information to assist you in understanding your responsibilities at http://www.fda.gov/oc/ohrt/irbs/. Any submitted corrective action plan
must include projected completion dates for each action to be accomplished. Send your response to: Attention: Linda D. Godfrey, Food and Drug
Administration, Center for Devices and Radiological Health, Office of Compliance, Division of Bioresearch Monitoring, WO66 RM3462 G/H, 10903 New
Hampshire, Silver Spring, Maryland 20993.

15 day
response
deadline

Reference to
IRB Info.
Sheets
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Recent Developments/On the Horizon

Guidance for Industry
Investigator Responsibilities —
Protecting the Rights, Safety,
and Welfare of Study Subjects

apies are available from:
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Recent Developments/On the Horizon

» Electronic Records and Signatures
Announcement of intent to address Part | | compliance in future inspections

Release of DRAFT guidance (comments due 4/7/201 1) on electronic source
documentation in clinical trials

» NPRM on Falsification

Sponsors who “become aware of” potential falsification (broadly defined) in studies
conduct by them or on their behalf, or studies on which they rely must report to FDA
promptly (45 days maximum)

Applies to IND and IDE studies
Reporting mandate is triggered regardless of sponsor’s evaluation of researcher’s intent
No coordination with other federal misconduct regulations

» Sponsor Monitoring/Oversight of Investigators

FDA routinely holds sponsors accountable for investigators and investigators accountable
for research staff (monitoring guidance is under revision)

Industry sponsors are beginning to track site performance on monitoring visits and FDA
inspections (IRB and investigator) among other indicators and will likely use in selecting
future sites

Orthocon recently permanently disqualified a site in response to an FDA warning letter
» And more!

UNIVERSITY of CALIFORNIA Office of the General Counsel



The Role of Data Audits in Detecting Scientific

Misconduct
(M.F. Shapiro, R.C. Charrow — JAM261:2505—251 1)

>

Results of Routine Data Audits by the Food and Drug Administration

Period|, Peried Il Period I, Period IV,
June 1977 to July 1981 to October 1983 to October 1985 to
June 1981, September 1983, September 1985, April 1988, Total,
No. (%) No. (%) No. (%) No. (%) No. (%)
Routine data audits 549 {100} 415 {100} 422 {100} 569 (100} 1955 (100)
Serious deficiencies found 57 (10) 54(13) 55{13} 45 (8)" 211 (11)
Written response raquired to
demonstrate solution to problems 24 (4) 3r{9) 39 {94 37 (8) 137{7)
For-cause investigation launchedt 33(6) 17 {4) 16 (4) s()* T4 (4)
Specific deficienciest
Problems with patient consent 212(39) 253(61) 246 (58) 291(51) 1002 (51)
Inadeguate drug accountability 182 (33) 143(34) 91 (22) 88(15) 504 (26)
Protocol nonadherence 106 (19) 114 (27) 132 (31) 155 (27) 507 (26)
Inaccurate records B85(15) a1(22) 96 (23) 131 {23) 403 (21)
Records not available 21(4) 17(4) 8(2) 14 (2) 604{3)
Miscellaneous deficiencies 59(11) 93{22) 153 (36) 168 (30) 473(24)

- ___________________________________________________________________________________________________________
*P<.01, comparing audits in period IV to periods |, I, and Il
tAn additicnal 321 for-cause investigations were generated outside of the routine data audit process.
1Some investigators had more than one deficiency. Percentages in the October 1985 to April 1988 period and totals for specific deficiencies are based on 1953 cases for which

these analyses were completed.

Recommendations
Certify clinical investigators (may help avoid honest error but not intentional misconduct)
Competition for right to conduct studies (peer review)

Reduce over-commitment via regulation (limit per-site recruitment opportunities)
Penalize manufacturers
Pre-hearing suspensions
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Challenges and Opportunities
» Challenges

Resources
Education and training of IRBs, investigators and research staff
|dentifying what studies are regulated

Maintaining focus on basic GCP requirements (and avoiding getting
lost in the weeds of esoteric questions)

Assuring compliance with non-intuitive requirements
Adequately staffing and responding to inspections
Confusion re: accountability

Resources

» Opportunities
“Clean” studies avoid legal/regulatory risk

Sponsors’ focus on site quality will give high-performing sites a
competitive advantage

Good study management practices can actually produce efficiencies,
for example by avoiding missing the forest forthe trees

Better protection for research participants and, ultimately, patients
who will be exposed to products

UNIVERSITY of CALIFORNIA Office of the General Counsel



Resources

» FDA: http://www.fda.gov

» CDPH:
http://www.cdph.ca.gov/programs/Pages/FoodDrugandRad
iationSafetyDivision.aspx

» ICH cGCP Consolidated Guidance:
http://www.fda.gov/downloads/Drugs/GuidanceComplianc
eRegulatorylnformation/Guidances/UCMO073122.pdf

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Fraud and Abuse



Basics

>

Federal and state laws prohibit, discourage, or otherwise regulate
payments between referral sources and providers of healthcare
items (manufacturers) and services (hospitals, physicians) — for
example:

Anti-kickback statute
False claims act
HIPAA (!)

These impact many aspects of clinical research, including:
Grant applications and reports
Agreements with clinical trial sponsors (CTAs, consulting, etc.)
Patient/participant payments

Billing for clinical services performed in connection with research
studies

Enforcement may be initiated by
Federal or state prosecutors or civil litigators; whistleblowers
Public disclosures

UNIVERSITY of CALIFORNIA Office of the General Counsel



Basics (cont’d)

» Common Problems in Research/Clinical Trials

Billing errors

Documentation deficiencies
Inaccurate or incomplete data
Unnecessary services

Excessive compensation for services

» Intent Matters — to Some Degree
Honest error
Reckless disregard/deliberate indifference

Intentional wrongdoing

UNIVERSITY of CALIFORNIA
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Recent Developments/On the Horizon

» Enforcement Environment Generally
Recovery initiative ABCs: FERA, PPACA, IPERA, MMSEA, etc.

» Enforcement Against Off-Label Promotion
Federal civil and criminal investigations

Allegations focus in part on alleged kickbacks to prescribers:
“Sham” clinical trials
Excessive payments for services

Lew Morris (DHHS OIG) emphasized repeatedly at a recent
conference that there are two sides to every “kickback,” seeming to
imply planned enforcement efforts against individual recipients

» Executive Accountability
“Park Doctrine” prosecutions
OIG exclusions

UNIVERSITY of CALIFORNIA Office of the General Counsel



Recent Developments/On the Horizon
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» Clinical Research Billing

Recovery contractors in some regions have begun to demand
substantial documentation

Enforcement includes at least two instances of significant penalties
for self-disclosed lapses

» Medicare Secondary Payer/MMSEA

CMS interprets MSP to prohibit billing and reimbursement of
services when a sponsor gratuitously agrees to pay

New rules require “liability insurers” — including sponsors — to

report on payments proactively ... intended to prevent “pay and
chase” problems

» Grants

Multiple recent fraud and false claims cases

Fraud and abuse laws provide a secondary mechanism to
punish/deter misconduct and other noncompliance

Application fabrication/falsification to secure awards
Progress report data fabrication/falsification to secure continuing funds
Inappropriate cost transfers, effort reporting deficiencies, etc.

UNIVERSITY of CALIFORNIA Office of the General Counsel
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OIG Workplan (2011)

» College and university compliance with A-21 cost principles
» FDA’s process for reviewing investigational new drug (“IND”) applications

» Use of data and safety monitoring boards (“DSMBs”) in clinical trials and
institutional compliance with NIH guidelines on data safety monitoring (see,
e.g., and ; see also )

» Medicare payments for beneficiaries with other insurance, with particular emphasis
on handling of credit balances when providers receive payments from Medicare and
other insurers in excess of their charges

» Off-label promotion and off-label prescription of various drugs, including a review of
Medicare payment for drugs and biologicals prescribed off-label for treatment of
cancer that will determine whether approved therapies were attempted first in
patients eventually prescribed medications off label, whether those patients’
conditions improved, and how much money Medicare might have saved if only
approved therapies were utilized

» NCRR oversight of CTSAs (with particular attention to awardee goals and
milestones); and NIAID oversight of Project BioShield grants

» Subrecipient monitoring in the Public Health Emergency Preparedness program
» Etc.

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Challenges and Opportunities
» Challenges

Rules are complex
Many are non-obvious, counter-intuitive, or even inconsistent

Financial pressures encourage pursuit of novel arrangements that
may not yet have been fully vetted

No real end in sight

» Opportunities

Financial pressures encourage creative thinking about new
approaches to encourage and facilitate external support of our
academic mission

Careful planning can help avoid or substantially reduce risks inherent
in these relationships

Increased oversight requires more rigorous budgeting and
expenditure practices, and thus (it is hoped) more complete funding

Systems automation and other steps taken to increase administrative
efficiencies can be leveraged to facilitate compliance

UNIVERSITY of CALIFORNIA Office of the General Counsel



Resources

» Internal
ECAS Website:
ECAS Compliance Briefing for Researchers:

» External
DHHS OIG:
OIG Guidance on Permissive Exclusions:

FDA Guidance on Park Doctrine Prosecutions:

NIH Manual:
(Withdrawn) OIG Draft Guidance for PHS Grantees:

StopMedicareFraud.gov:

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Insider Trading



Basics

S
» Federal and state securities laws are aimed at achieving a
fair and honest securities market by preventing those in
possession of material inside information from using that
information to their own advantage

“Insider trading” is among the prohibited activities

» Enforcement
Civil (up to treble profits realized/losses avoided)
Criminal (up to 20 years/$5 million)
Other laws also potentially implicated (e.g., mail, wire fraud)

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Basics (cont’d)

» Traditional theory of liability

Violation occurs where a corporate insider (someone who
owes a fiduciary relationship to the corporation) trades in the
securities of the corporation on the basis of material, non-
public information

Enforcers must establish that the insider or “tipper” breached
his or her fiduciary duty to the shareholders of the
corporation by disclosing the information to a “tippee,’ and
that the tipper directly or indirectly benefited from the
disclosure

Whether or not the tipper trades, the tipper has the same
liability as an insider who trades

UNIVERSITY of CALIFORNIA Office of the General Counsel



Basics (cont’d)

» Misappropriation theory

Violation occurs where a person misuses information that
properly belongs to another person

A fiduciary relationship between the trader or tipper and the
corporation is not required

Liability attaches from the trader’s use of someone else’s

information or the tipper’s duty to not disclose the
information of another

No showing of a personal benefit to the tipper is required

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Recent Developments/On the Horizon
» Example: Yves Benhamou (2010)

Member of steering committee for Albuferon (Human Genome
Sciences, Inc.) trial

Had a legal obligation to maintain confidentiality of data received
Accused of tipping a hedge fund manager of negative results
Six funds divested 6 million shares between 12/2007 and 1/2008

Parallel SEC (civil) and DOJ (criminal) investigations
Government need not prove that Benhamou directly profited

» Other Activities

SEC is in the midst of a sweeping investigation of potential insider
trading via “expert networks”

Many physicians provide consulting services for individual hedge
funds and for these networks

Dodd-Frank law contains new whistleblower provisions

UNIVERSITY of CALIFORNIA Office of the General Counsel



Information Privacy and Security



Basics

» Sources of Rules and Enforcement

Health Insurance Portability and Accountability Act of 1996,
Genetic Information Nondiscrimination Act, Family
Educational Rights and Privacy Act (and other federal laws
and regulations)

NIH Grants Policy Statement

Confidentiality of Medical Information Act, Information
Practices Act (and other state laws and regulations)

Common Rule/FDA Regulations/ AAHRPP Standards

Joint Commission
Sponsors/CROs (via research and clinical trial agreements)

Private Citizens

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Basics (cont’d)

» Individuals have a privacy interest
in their identifiable health (and
research) information

» Interest is recognized to varying
degrees in federal and state laws
and regulations and in the
“common law” (court decisions)

» “Fair Information Practices”
principles developed in the 1970s
are incorporated into many

modern laws and regulations,
including IPA and HIPAA

Fair Information Practices
are commonly accepted responsibilities
governing collection, access to, and control
over personal information. They include:
Collection Limitation: requires lawful,
fair, and legitimate data collection.
Data Quality requires accuracy,
completeness, and timeliness of data.
Purpose Specification: requires entities
to articulate why data is being requested
and prohibits its use for other purposes.
Use Limitation: requires consent for use
of information inconsistent with the
purpose of which it was collected.
Security Safeguards: requires
procedures to stop unauthorized access,
use, modification, or disclosure of data.
Openness: requires transparency of
personal data practices, including notice
of databases and the identity and location
of the data controller,
Individual Participation: requires
access to, correction of, and sometimes
destruction of personal information.
Accountability: requires legal rights to
ensure compliance.

From (2/20/201 1)
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Recent Developments/On the Horizon

» HITECH Act

Statute
Imposes federal breach notification mandate

Prohibits sale of PHI, with limited exception for research and public
health activities ... subject to additional rulemaking

Substantially enhances penalties for non-compliance with privacy and
security rules; provides for state attorney general enforcement

NPRM implementing HITECH offers some promise for improvement
Compound authorization for correlative specimen banks
Comment requested on “unspecified future use”

Other new regulations in development will require tracking of TPO
disclosures, address minimum necessary standard, and more

» Oversight
Security Rule enforcement transferred from CMS to OCR

Continued breaches are driving more investigations and enforcement
activities

UNIVERSITY of CALIFORNIA Office of the General Counsel



Recent Developments/On the Horizon
» OCR Investigations (HIPAA Compliance/Research)

Example |
Recruitment disclosures without authorization or IRB/Privacy Board
waiver
OCR mandated

01 Revision of written policies and procedures regarding disclosures of PHI for
research recruitment purposes to require valid written authorizations

[0 Retraining of all staff on the new policies and procedures
[ Log the disclosure of the patient's PHI for accounting purposes
1 Send the patient a letter apologizing for the impermissible disclosure.

Example 2
Private practice physician/Pl disclosed list of patients to CRO for
recruitment purposes
Thought “review preparatory to research” exception applied

OCR concluded that: “[c]ontacting individuals to participate in a research
study is a use or disclosure of protected health information (PHI) for
recruitment, as it is part of the research and is not an activity preparatory
to research.”

UNIVERSITY of CALIFORNIA Office of the General Counsel



Recent Developments/On the Horizon

» Research Participant Complaints to OHRP (Common Rule
Compliance)

Rhode Island Hospital

When medical records are accessed for research purposes by members
of the research team, the activity is human subjects research requiring
informed consent (or waiver) ... not so if HIM strips identifiers before
turning over to researchers

[Not Yet Released]

Protocol/consent promised that only coded data would be sent to labs
with specimens but identifiable specimens were sent ... all without
amendment/approval by IRB

» Academic/ELSI

Continuing debate on the extent of rights of
individuals to opt in or opt out of research

Increased scrutiny of adequacy of “deidentification”
processes currently permitted under HIPAA

SACHRP Activities

UNIVERSITY of CALIFORNIA Office of the General Counsel



Recent Developments/On the Horizon

» University Professor Sanctioned (UNC)
Significant database breach occurred

Administrators found database was not securely maintained and that
Pl was accountable; recommended termination

Pl demoted and is fighting the sanction; cites to inadequate training, reliance on technical
staff

» VHA Handbook 1200.5 Revisions

New privacy and security mandates/protections, including expanded PO/ISO
responsibilities

Special requirements for voice/video/photo consent

Investigator obligations include: ‘ 7 PRIDE

Assuring consistency among consent, authorization, protocol

Program for Research Integrity
Development & Education

No initial phone contact (always in person or by mail)
Maintain master list of subjects after informed consent is obtained

Include in protocol: privacy/confidentiality section, information security plan, reuse of
data

Consent must address, as applicable, future use of specimens/data, recontact, results
disclosure; stand-alone authorization is mandatory

International research complies with laws of both countries (includes sending
data/specimens abroad)

UNIVERSITY of CALIFORNIA Office of the General Counsel



Challenges and Opportunities
» Challenges

Administrative burden
Confusion re: implementation of research carve-out

Increased need for intra- and inter-institutional collaboration (and
associated data transfer) in response to funding agency demands and
scientific advances; policy incoherence (protection vs. sharing)

» Opportunities

|dentification and implementation of sound practices for information
security can efficiently facilitate compliance with current and future
rules and better protect research participants

Steady commitment to strong privacy/security practices can not only
reduce regulatory risk but also increase trust and, hopefully,
participation in research

Broad data sharing can help drive discovery and advances in medical
care while reducing the incidence of duplicative work

. D) «
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Resources

>

Health Insurance Portability and Accountability Act of 1996:

Health Information Technology for Economic and Clinical Health Act of 2009 (part
of American Recovery and Reinvestment Act):

OCR Website:

Regulations: 45 C.FR. parts 160, |64 (subject to amendment)

Privacy Rule:
Security Rule:
Breach Notification Rule:

Enforcement Rule:

NIH Guidance:

NCI caBIG® Data Sharing & Intellectual Capital Knowledge Center:

List of Higher Ed Breaches:

UNIVERSITY of CALIFORNIA
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Clinical Laboratory
Improvements Act



Basics

» Federal

Clinical Laboratory Improvements Amendments of 1988 (Pub.
L. 100-578)

Triggered by revelations of poor quality control in Pap smear testing,
with deadly results

O Inadequately educated personnel read tests
0 Significant workload problems
0 Proliferation of unregulated laboratories

Purpose: assure the accuracy, reliability, and timeliness of patient test
results

Regulations promulgated in 1992

» California
Cal Bus. & Prof. Code
Rules generally consistent with CLIA
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Basics (cont’d)

» A clinical laboratory test must be ordered by a physician (or
other specified licensed health professional)

42 CFR § 493.1241 (an individual authorized under State law to
order tests and receive results)

Cal. Bus. & Prof. Code § 1288
» A clinical laboratory test may be performed only at a certified
facility (or a facility that has secured a certificate of waiver)
42 USC § 263a(b)
Cal. Bus. & Prof. Code §§ 1241, 1281, 1288.5
» Results of a clinical laboratory test may be reported only to a

physician (or other specified health professional) — generally
only to the person who ordered the test

42 CFR § 493.1291(f)
Cal. Bus. & Prof. Code § 1288

UNIVERSITY of CALIFORNIA Office of the General Counsel
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Recent Developments/On the Horizon

» Academic Exemption

“This chapter shall not apply to ... clinical laboratories, or to
persons performing clinical laboratory tests or examinations
... [if they perform the tests] for research and teaching
purposes only and do not report or use subject-specific results
for the diagnosis, prevention, or treatment of any disease or
impairment of, or for the assessment of the health of, an
individual.”

UNIVERSITY of CALIFORNIA Office of the General Counsel



CLIA Does Not Apply CLIA May Apply

A laboratory is conducting research to evaluate a new diagnostic
test. Specimens are collected and tested in the laboratory. Only
summary results are provided by the laboratory to the principal
investigator.

Community-based longitudinal research project collects data and
specimens from individual participants. Individual results are not
reported but community leaders (through a study advisory board)
and all study participants are informed of group results and of
publications resulting from the project.

Participant biopsy specimens are collected upon enrollment and
after receiving study drug. The samples are assayed for biomarkers
relevant to treatment or drug development. However, they are not
used to determine what intervention (e.g., drug administered or
dosage) the participant will receive. Results are not shared with
the participant or study doctors, but are compiled and reported in
the study results of a scientific publication.

Study compares standard-of-care and new tests. Only SOC test
will be used to make clinical decisions. Results are returned to the
principal investigator for analysis only.

UNIVERSITY of CALIFORNIA

A laboratory is conducting research to evaluate a new diagnostic
test. Specimens are collected and tested in the laboratory. The
laboratory reports results to the study coordinator, who uses the
results to assign participants to a treatment arm of the study.

Community-based longitudinal research project collects data and
specimens from individual participants. Community advisory board
requests that individual results be returned to participants upon
request and the protocol and consent form are revised accordingly
and approved by the IRB. Those who request results receive the
information from genetic counselors.

A drug’s toxicity or efficacy is found to be associated with a certain
biomarker. Study participants are tested for presence of the
biomarker and that information is used to assign participants to
various arms of the study (e.g., treatment or no treatment or
different dosages). The information is not shared with study
doctors, study participants, or the participants’ regular treating
providers.

FDA-approved qualitative test is available on the market. Study will
evaluate a new quantitative test that if accurate may help inform
treatment decisions. Physician-researchers will receive individual
results during the study but are informed the results may not be
meaningful and retain full discretion to prescribe treatment during
study consistent with the results of the qualitative test and their
own medical judgment (protocol does not direct treatment
options based on test results).

Office of the General Counsel



Challenges

» Federal and state regulators of clinical laboratories interpret current
law to extend to academic laboratories in some cases.

» Some research activities previously presumed to be exempt from
CLIA may in fact be subject to the law, including:

Virtually any study that involves the return of laboratory results to
participants

Use of results to determine assignment of research interventions
» When CLIA applies, genetic analyses and other laboratory tests —
even if performed solely for research purposes — must be:
Ordered by a physician (or other licensed health professional)

Performed in a licensed laboratory (unless the testing is “waived,” in
which case it may be performed in a facility that has procured a
Certificate of Waiver

» Non-compliance may result in the issuance of “cease and desist”
orders or, in some cases, in civil or criminal penalties.

UNIVERSITY of CALIFORNIA Office of the General Counsel



Resources

» Federal

Centers for Medicare and Medicaid Services (“CMS”):
Food and Drug Administration:

» California
California Department of Public Health
See and

» Other States

Some states regulate testing performed on their residents regardless of location of
specimen collection, processing, or analysis

Example: New York Public Health Law, Sections 572 and 574:

» Accreditation
Multiple Organizations:

The Joint Commission:

UNIVERSITY of CALIFORNIA Office of the General Counsel


http://www.cms.gov/CLIA/�
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/IVDRegulatoryAssistance/ucm124105.htm�
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/IVDRegulatoryAssistance/ucm124105.htm�
http://www.cdph.ca.gov/programs/lfs/Pages/default.aspx�
http://www.cdph.ca.gov/programs/lfs/Pages/ClinicalLaboratoryfacilities.aspx�
http://www.wadsworth.org/labcert/regaffairs/clinical/title5.pdf�
http://www.cms.gov/CLIA/13_Accreditation_Organizations_and_Exempt_States.asp�
http://www.cms.gov/CLIA/13_Accreditation_Organizations_and_Exempt_States.asp�
http://www.jointcommission.org/�

Open Q&A



Questions

Rachel Nosowsky

Principal C |
4 HOW Can We HEIP? rincipal Counse

Keep )’OU updated onh hew Office of the General Counsel

i th
legal/regulatory developments 11 Franidin St 8% Floor
. , o Oakland, CA 94607
Provide advice on planned activities (510) 987-9407

Assist in review or investigation of
potential problems

Defend UC conduct in government
investigations

» How Can You Find Us?
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